
•  Password Hashing  

• Description: Passwords from Signup.aspx are hashed (e.g., using bcrypt) before storing 

in CUSTOMER_T to prevent plaintext exposure. This protects user credentials if the 

database is breached. 

•  SQL Injection Prevention  

• Description: Parameterized queries (e.g., AddWithValue in PlaceOrder.aspx.vb, 

Login.aspx.vb) prevent attackers from injecting malicious SQL code, securing database 

operations. 

•  Session Management  

• Description: Session variables (Session("RoleName"), Session("CUSTOMER_ID")) 

ensure only authenticated customers access pages like PlaceOrder.aspx and 

ViewOrders.aspx, with redirects to Login.aspx for unauthorized users. 

•  Input Validation  

• Description: User inputs (e.g., email in Signup.aspx, payment method in 

PlaceOrder.aspx) are validated for format and emptiness to block malicious or invalid 

data, reducing attack risks. 

•  Role-Based Access  

• Description: Checks for Session("RoleName") = "Customer" in Page_Load (e.g., 

CustomerDashboard.aspx.vb) restrict access to customer-only pages, preventing 

unauthorized use. 

•  HTTPS Encryption  

• Description: HTTPS encrypts data between the browser and server, protecting sensitive 

information like passwords and order details during transmission across all pages. 

•  Error Handling  

• Description: Try-catch blocks (e.g., in PlaceOrder.aspx.vb) display generic error 

messages to users and log details securely, preventing exposure of sensitive system 

information. 

• User Authentication with Correct Credentials 

This feature ensures that only users with valid credentials (email and password) can log in to the 

system, preventing unauthorized access. 



TEST CASES: 

Input Validation: 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

User Authentication with Correct Credentials 

 

 

 



Password Hashing 

Here password is Hashed for each user  to increase security  

 

 

Session Management 

Ensure only authenticated customers access pages like PlaceOrder.aspx and ViewOrders.aspx, 

with redirects to Login.aspx for unauthorized users. 

 

 



Error Handling 

 

 

 

 

 



SQL Injection Prevention  

 

 

 

 


